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ADVANCED CALL SCREENING APPLIANCE 

[01] This application incorporates by reference in their entirety U.S. Patent Application 
Serial No. 10/367,597, filed on February 14, 2003, entitled "SYSTEMS AND METHODS 
FOR PROVIDING APPLICATION SERVICES;" and U.S. Patent Application Serial No. 
10/356,364, filed on January 31, 2003, entitled "PACKET NETWORK INTERFACE 
5 DEVICE AND SYSTEMS AND METHODS FOR ITS USE." 



BACKGROUND OF THE INVENTION 
[02] This invention relates in general to telephone systems and, more specifically, to 
screening of incoming phone calls. 

[03] Home phones typically connect directly to the public switched telephone network 
10 (PSTN) system. These home phones may display caller ID information or have voice prompt 
systems. Some of these voice prompt systems have individual mailboxes and other screening 
capabilities. Business systems have similar capabilities, which are typically hosted in a 
private branch exchange (PBX). 

[04] Many residences already have phone to interface with the PSTN system, but would 
15 like advanced calling features. In some cases, these advanced calling features are added to 
the central offices and other phone system locations. Remotely locating these features makes 
customization by the user difficult. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[05] The present invention is described in conjunction with the appended figures: 

20 FIG. 1 is a block diagram of an embodiment of a voice switching system; 

FIG. 2 A is a block diagram of an embodiment of a telephone system; 

FIG. 2B is a block diagram of another embodiment of the telephone system; 

FIG. 2C is a block diagram of yet another embodiment of the telephone 

system; 

25 FIG. 3 is a block diagram of an embodiment of a demarcation device; 

FIG. 4A is a block diagram of an embodiment of a demarcation processor; 
FIG. 4B is a block diagram of another embodiment of a demarcation processor 
is shown that uses a voice response system remote to the user location; 



FIG. 5 is a screen shot of an embodiment of an interface for entry of access 

control rules; 

FIG. 6A is a flow diagram of an embodiment of a process for receiving 
incoming phone calls; and 
5 FIG. 6B is a flow diagram of another embodiment of a process for receiving 

incoming phone calls that makes switching decisions after receiving the caller ID 
information. 

[06] In the appended figures, similar components and/or features may have the same 
reference label. Further, various components of the same type may be distinguished by 
10 following the reference label by a dash and a second label that distinguishes among the 
similar components. If only the first reference label is used in the specification, the 
description is applicable to any one of the similar components having the same first reference 
label irrespective of the second reference label. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
15 [07] The ensuing description provides preferred exemplary embodiment(s) only, and is 
not intended to limit the scope, applicability or configuration of the invention. Rather, the 
ensuing description of the preferred exemplary embodiment(s) will provide those skilled in 
the art with an enabling description for implementing a preferred exemplary embodiment of 
the invention. It being understood that various changes may be made in the function and 
20 arrangement of elements without departing from the spirit and scope of the invention as set 
forth in the appended claims. 

[08] Referring first to FIG. 1 , a block diagram of an embodiment of a voice switching 
system 100 is shown. In this embodiment, the telephone switch 104 can bridge voice traffic 
among a wireless transport network 120, an Internet transport network 132 and a PSTN 
25 transport network 124. Calls originate and terminate with one of these networks 120, 124, 
132. Other embodiments could have more or less networks 120, 124, 132 available to the 
telephone switch 104. 

[09] The telephone switch 104 relays calls between the various networks 120, 124, 132 
that terminate and/or originate phone calls. Signaling and/or header information associated 
30 with the voice data informs the telephone switch 104 where to route the call. For example, 
the telephone switch 104 could receive a call from the PSTN telephone network 124 with a 
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phone number that provisionally sends the call to both the Internet transport network 132 and 
the wireless transport network 120. 

[10] To redirect phone calls, the telephone switch 104 checks a routing information 
database 108. The terminating end of the phone call could use one or more of the networks 
5 120, 124, 132 or two datapaths in the same network 120, 124, 132. For example the 

telephone switch 104 could receive a call for a particular number. A check of the routing 
information database 108 indicates that the call should be sent to a wireless phone that uses 
the wireless network 120 for connectivity to a user's location. 

[11] The routing information database 108 can be updated periodically by the user 
1 0 manually changing routing or by automatic detection of phone connectivity. For example, 
the user may initially use the wireless network 120 for connectivity to the user location, but 
could later switch to the Internet 132 for connectivity. In some embodiments, there could be 
two parallel networks 120, 124, 132 active at one time. The telephone switch 104 could 
choose one or the other network 120, 124, 132 based upon QoS, availability or other factors. 

15 [12] The various networks 120, 124, 132 could include any number of distinct or 

partially distinct networks. In this way, there could be many networks. The wireless network 
120 could use WIFI,™ microwave, satellite, ultra- wide band (UWB), laser data transport, 
cellular phone (e.g., CDMA, GSM, TDMA, AMPS, etc.), cellular wireless data, and/or other 
wireless networks. The Internet network 132 could use optical fiber, coaxial cable mode, 

20 DSL, power line data, ethernet, and/or other packet switched networks. Voice over Internet 
protocol (VOIP) or circuit switched methodologies could be used on the various networks 
120, 124, 132. Some networks could be hybrids of other networks. For example, a phone 
call may originate with a PSTN network 124, but be converted into a VOIP transport using 
the Internet 132 before reaching the telephone switch 104. Some embodiments could allow 

25 routing phone calls over a satellite phone network in addition or in combination with these 
other networks 120, 124, 132. 

[13] If no terminal device answers a phone call, a voice response system 116 could 
capture a message or simply provide a voice message or interactive series of prompts. This 
service is optional and could be implemented in the user location for some embodiments. 
30 Some embodiments could use call screening rules at the user location that forward some 

phone calls to the voice response system 1 16 for handling. The voice response system 1 16 is 
accessible to any phone call from any of the networks 120, 124, 132 and could be accessible 
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through a web or application interface on a computer. Messages and voice prompts are 
stored in a voice mail database 112. 

[14] With reference to FIG. 2A, a block diagram of an embodiment of a telephone 
system 200-1 is shown. In this embodiment, any of the various networks 120, 124, 132 can 
5 interface with the user equipment 202. The wireless transport network 120 uses an antenna . 
216, the Internet transport network 132 uses any of the Internet access media and the PSTN 
transport network 124 uses circuit switched media to communicate with the user equipment 
102. The user equipment could be tied to the user location or could rely upon wireless or 
cordless technology. This embodiment shows connectivity with all three network categories 
10 120, 124, 132, but a typical user would only choose a subset of the possibilities. For 
example, the user may have a POTS phone(s) 252 and a wireless phone 240. 

[15] The user equipment 202 in this embodiment could include a wireless phone(s) 240 
or other phones interfaced to a demarcation device 204. The wireless phone 240 
communicates with the wireless network 120 using an antenna 208, but a cordless phone(s) 
15 244, a SIP phone 248 and a POTS phone 252 channel their communication through the 
demarcation device 204 before coupling to any network 120, 124, 132. 

[16] The cordless phone 244 uses an antenna 212 to communicate with a base station in 
the demarcation device 204. Typically, the range of cordless phones 244 is limited to a few 
hundred feet and uses unlicensed RF spectra (e.g., 2.4 GHz, 5 GHz, 900 MHz, etc.) in the 
20 United States. Some embodiments could have multiple cordless phones 244 using the same 
RF frequencies or different ones. The demarcation device 204 could support the various 
frequencies or selectively support them by having a modular design or allowing various 
frequencies to be activated as cordless phones 244 are added to the telephone system 200-1. 

[17] SIP phones 248 use VOIP technology to allow communicating conversations over a 
25 packet switched home network 236. Typically, the SIP phone 248 has a network port such as 
ethernet, HPNA, power-line data, cable modem, UWB, WIFI,™ or DSL to support 
communication over the home network 236. There could be various routers, bridges and/or 
switches within the home network 236 to support the SIP phones 248. Where there are 
multiple SIP phones in a user location, each could be active at the same time so long as the 
30 networks 120, 124, 132 could support the simultaneous connections. The home network 236 
could also be used by computers. In one embodiment, the routing characteristics and any 
configuration for the demarcation device is accessed through an application and/or web 
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interface using the home network 236. This interface could be securely accessible from the 
Internet network 132 also in some embodiments. 

[18] POTS phones 252 are traditional phones that natively operate with a PSTN network 
124. The demarcation device 204 supports these ubiquitous phones. The POTS phones 252 
5 could be cordless in some embodiments as is well known in the art. Some user locations 
could have multiple POTS phones 252 on the same phone line or spread among a number of 
lines. 

[19] The demarcation device 204 is interposed between some of the phone types 244, 
248, 252 and the various transport networks 120, 124, 132. Translations between formats can 

10 be performed by the demarcation device 204 such that any network 120, 124, 132 can 
communicate with any phone 244, 248, 252 coupled to the demarcation device 204. For 
example, the Internet network 132 could be coupled to the POTS telephone 252 using the 
demarcation device 204. In this embodiment, the demarcation device 204 is accessible from 
outside the building such that upgrades and repair can be performed without access to the 

15 interior of the home or office. In other embodiments, the demarcation device could be inside 
the building. In some embodiments, the demarcation device 202 could be integrated with a 
phone or base station. 

[20] For the wireless phone(s) 240, the demarcation device 204 may also communicate 
using a docking cradle coupled to the demarcation device 204, a wireless data channel (e.g., 
20 WIFI™ or BLUETOOTH™), and/or a channel through the wireless network 120. 

Communication from the wireless phone 240 the demarcation device 204 allows sharing 
location information such that the demarcation device 204 can determine when the wireless 
phone is nearby and inform the telephone switch 104 such that routing could be affected. 

[21] Referring next to FIG. 2B, a block diagram of another embodiment of a telephone 
25 system 200-2 is shown. This embodiment adds another type of phone, namely, a wireless SIP 
phone 260 that communicates with the demarcation device 204 wirelessly using the home 
network 236. In various embodiments, any wireless data protocol could be used, for example 
WIFI™ or BLUETOOTH.™ The home network 236 would include a wireless router or 
access point. In some embodiments, the home network 236 hardware could be integrated into 
30 the demarcation device 204. 
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[22] With reference to FIG. 2C, a block diagram of yet another embodiment of a voice 
switching system 200-3 is shown. This embodiment shows a base station(s) 264 broken out 
separately from the demarcation device 204. The cordless phone(s) 244 communicate with 
the base station 264 to interface with the demarcation device 204. Some embodiments could 
5 use a combination of base stations internal and external to the demarcation device 204. This 
embodiment integrates the hardware of the home network into the demarcation device 204 
such that the SIP phone(s) 248 connect directly with the demarcation device 204. 
Additionally, this embodiment interfaces the demarcation device with a satellite phone 
antenna 226 to allow processing calls over a satellite network such as GLOBALSTAR™ and 
1 0 IRIDUM ,™ for example. 

[23] Referring next to FIG. 3, a block diagram of an embodiment of a demarcation 
device 204 is shown. A processing system 304 controls operation of the demarcation device 
and is coupled to other blocks in the demarcation device 204. Also, a power system 308 is 
used to provide power to blocks in the demarcation device 204. The power system receives 
1 5 its power from either one or more of the networks and/or from within the building. 

[24] The demarcation device 204 can be at least partially accessible by the network 
employees and at least partially accessible the user. In this way, the user can upgrade certain 
components on the demarcation device 204 without a service call. In some embodiments, the 
demarcation device 204 could be housed in several enclosures linked together in some way. 
20 This embodiment of the demarcation device 204 shows many of the optional interfaces, but a 
typical implementation will have a subset of these interfaces or would disable those ones that 
are unused. The user or network employees could add some interfaces and functionality as 
technology evolves. 

[25] The interfaces to the network fall into three general categories, namely, wireless 
25 interface(s) 316, Internet interface(s) 320, and PSTN interface(s) 324. These interfaces 316, 
320, 324 are coupled to their respective transport networks 120, 124, 132. The interfaces 
316, 320, 324 could be used to transport non-voice traffic. For example, home computers 
could be coupled to a cable modem Internet interface 320. The interfaces 316, 320, 324 
convert the received signals into a digital format for the demarcation processor 312. In some 
30 cases, the interface 324 passes through an analog signal for the phone call that can be sent to 
another analog channel, for example, a call received on the PSTN interface 324 could be 
coupled directly to a POTS interface 352 with little or no modification. 
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[26] The demarcation processor 312 processes the phone calls by cross routing them to 
different types of phone transports supported within the building. The phone transports are 
optional and upgradeable in this embodiment. The voice calls for this embodiment are sent 
using one or more of a cordless basestation 332, the POTS interface 352, and/or a packet 
5 switched bridge. There are various types of bridges supported, for example, a HPNA bridge 
336, a DSL bridge 340, a cable modem bridge 342, a wireless bridge 344, an ethernet bridge 
348, and an ethernet bridge 348. The various bridges 336, 340, 342, 344, 348 are logically 
coupled together with a network router 328 such that a SIP phone 248 on the DSL bridge 340 
could work with another SIP phone 248 on the HPNA bridge 336, for example. 

10 [27] The demarcation processor 312 can determine caller ID information, ringing 
condition and disconnect condition for the various interfaces 316, 320, 324 and pass that 
along to the phones or not. The demarcation processor 312 analyzes phone calls to determine 
if they should be passed along to the phones. In some cases, phone calls are passed to a 
remote voice response system 106. In some embodiments, the voice response system 106 

15 could be internal to the demarcation device 204. The voice response system could ask for 
further information from the caller or take a voice mail message from the caller. 

[28] With reference to FIG. 4A, a block diagram of an embodiment of a demarcation 
processor 312-1 is shown. Generally, the demarcation processor 312-1 can pass along a 
phone call or forward it to a voice response system 106. Caller ID information is captured 

20 after detecting the incoming phone call. A user interface 440 allows entry and/or 

modification of access control rules 420. Included in the demarcation processor 3 12-2 are a 
controller 404, a telephone switch 406, a speaker 408, a sound interface 410, a caller ID 
receiver 412, a phone ring capture circuit 416, the voice response system 106, access control 
rules 420, digitized ring tone store 424, a local voicemail store 428, a PSTN interface 432, an 

25 IP network interface 436, and a user interface 440. 

[29] There are at least three components of an incoming call provided by the interface 
316, 320, 324 receiving the phone call. When a call is first received, a signal is sent to the 
phone ring capture circuit 416. For PSTN calls, this would correspond to the ring voltage, 
but other interfaces 3 16, 320 have analogous indicators that are processed to send the 
30 appropriate signal to the phone ring capture circuit 416. At some point, information is 
received by the caller ID receiver 412 to indicate the calling party's name and/or phone 
number, if available. When only the phone number is available, the controller 404 could see 
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if a name is stored or query a remote database for a name. The sound interface 410 is used to 
communicate the phone conversation once the call is answered by a phone or the voice 
response system 106. 

[30] The controller 404 uses a telephone switch 406 to route the phone call to at least one 
5 of the PSTN interface 432, the IP network interface 436 and/or the voice response system 
106. In some cases, the phone call is routed to two or more of these. For example, both the 
PSTN interface 432 and the IP network interface 436 may be sent the same phone call and 
phones using both interfaces could simultaneously participate in a phone call. If a call is 
forwarded to the voice response system 106, the call could also be sent to the phone 
10 interfaces 432, 436 such that they can listen to the interaction with the voice response system 
106. The speaker 408 could also echo the conversation with the voice response system 106. 

[31] Calls are optionally screened by the controller 404. Access control rules 420 are 
applied when a call is received and/or when the caller ID information is received. The 
controller 404 may block the call altogether; route the call to one interface 432, 436 and not 
15 another 436, 432; route the call directly to the voice response system 106; etc. 

[32] A user interface 440 is used to enter the various access control rules 420 and 
otherwise program the demarcation processor 312-1. The user interface 440 could be a 
standard web interface, a custom application interface and/or a voice recognition based 
system. In addition to configuration, the user interface 440 could be used to playback 
20 messages, interact with call logs, usage information, and billing information. In some 

embodiments, the user interface 440 is only accessible from within the user location intranet, 
but in other embodiments, the user interface 440 is also accessible by a user away from the 
user location by way of the Internet or public phone system. 

[33] The voice response system 106 may play messages and capture voice signals and 
25 keypad tones. The voice signals could be digitized for voicemail or ring tones or could be 
used with voice recognition to control the voice response system 106. For some incoming 
calls, the voice response system 106 asks the caller to record a message such as the caller's 
name. That message is added to the ring tone store 424. The voice response system 106 can 
playback that ring tone on the speaker 408 and/or with the phones to announce the caller if so 
30 indicated by an access control rule 420. 

[34] For example, all calls could be blocked during the afternoons such that the phones 
would not normally ring. A caller is routed to the voice response system 106 and informed 
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that calls are blocked, but an option is given to the caller for recording a message for playing 
that may result in the call being answered. The phones and/or speaker 408 would play the 
message such that the user's could pick up the line to talk to the caller. In some 
embodiments, the stored message could be played next time in lieu of a generic ring tone 
5 once the caller ID identifies the caller. 

[35] With reference to FIG. 4B, a block diagram of another embodiment of a 
demarcation processor 312-2 is shown that uses a voice response system 106 remote to the 
user location. In this embodiment, some phone calls are forwarded back to the voice 
switching system 100 when the access control rules 420 dictate. Messages and voice prompts 
10 are used by the remote voice response system 106 to gather information from the blocked 
caller. The voice response system 106 could call back to the demarcation processor to 
provide a customized ring tone in an attempt to connect the caller again. 

[36] Referring next to FIG. 5, a screen shot of an embodiment of an access control entry 
screen 500 is shown. This access control screen 500 is part of the user interface 440 and 

15 could be accessed via a web browser or an application interface. Any number of access 
control rules 5 12 are entered in the order of execution. That ordering of the rules 5 12 is 
adjustable by selecting the rule 512 and clicking up or down soft buttons 504, 508. New 
rules 512 can be added by clicking the add rule button 552. The cancel button 556 allows 
exiting the screen 500 without saving changes. Alternatively, the OK button 560 allows 

20 exiting the screen and saving any changes. 

[37] Each rule 512 is described with four columns. The first column 574 is entitled 
"Rule Name" and allows the user to give a title for the rule 512. In the second column 578, 
the type of rule is identified as either a global rule or a custom rule. The global rules are 
executed without consideration of the caller ID information, and the custom rules do consider 

25 the caller ID information. The rule is specified in the third column 582, but is entered using a 
pop-up screen or other method to choose the various options. For custom type rules, the 
relevant phone numbers and/or caller ID strings are specified in the fourth column 586. An 
example of a custom rule would be a rule that looked for caller ID information relating to a 
reverse-91 1 phone call that would route through the phone call without regard to any other 

30 screening rules. The reverse-91 1 call could have a special ring tone or message to further 
accentuate the urgency. 



[38] This embodiment of the access control screen 500 has four example rules 512. 
Other embodiments could have any number of rules 512. The first rule 512-1 globally blocks 
all calls between 1:30 p.m. and 4:00 p.m. regardless of the caller ID information. In the 
second rule 512-2, some calls are blocked such as a specific number and calls with non- 
5 standard, missing or blocked caller ID information. The second rule 512-2 also excludes 
some numbers from application of the rule 512-2, for example, reverse 911 calls are never 
screened. Specific numbers and a particular caller ID string having the word "carpet" are 
screened in the third rule 512-3. In the fourth rule 512-4, certain numbers and words in the 
caller ID information will be passed by the demarcation processor 312 regardless of other 
10 rules. 

[39] With reference to FIG. 6A, a flow diagram of an embodiment of a process 600-1 for 
receiving incoming phone calls is shown. In this embodiment, access control rules 420 are 
applied in a two-stage process where the global rules are applied first and the custom rules 
are applied second. The depicted portion of the process begins in step 604 where an 

1 5 incoming call is received and the ring condition is captured. Any global rules are applied in 
step 608. Global rules are those that do not depend on caller ID information. In step 612, the 
rule 512 may result in routing the call to the voice response system 106 in step 616. Further, 
the voice response system 106 may take a message or query for more information based upon 
the rule 512. In some embodiments, a phone call may immediately be passed to the phones 

20 within the user location, but cut off if a rule 512 later decides the call should not be passed 
through. 

[40] Where the call is not diverted to the voice response system 106 in step 612, 
processing continues to step 620 where caller ID information is received. Commonly, caller 
ID information is received after the phone call rings. Any custom rules are applied upon the 

25 caller ID information in step 624. The custom rules take into account the caller ID 

information and could make decisions based upon numbers or name information in the caller 
ID information. A decision to reroute the caller is performed in step 628 which could involve 
routing the caller to the voice response system 106 for handling in step 632. In some cases, 
the voice response system 106 could ring the phone call back through with or without a 

30 custom ring tone. Where no custom rule 512 reroutes the phone call, the PSTN and/or IP 
network interfaces 432, 436 are activated to ring the phone(s) internal to the user location. 
Any caller ID and/or custom ring tones are forwarded to the phone(s) when the call is passed 
through. 
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[41] Referring next to FIG. 6B, a flow diagram of another embodiment of a process 600- 
2 for receiving incoming phone calls is shown that makes switching decisions after receiving 
the caller ID information. In this embodiment, the ring signal and caller ID information are 
captured before applying all rules 512 in step 644. Calls are directed to the voice response 
5 system 106 or passed through according to the rules. Where no caller ID information is 
received, the custom rules 5 12 are not applied. A global rule 512 could be defined that 
doesn't allow passing through the phone call where no caller ID information is received, 
which would prevent the phones from ringing until caller ID information is received. 

[42] While the principles of the invention have been described above in connection with 
10 specific apparatuses and methods, it is to be clearly understood that this description is made 
only by way of example and not as limitation on the scope of the invention. 
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